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[bookmark: _Toc144304539]Background and Objective 
The ILO is implementing the “Promoting the Implementation of Labour Rights in Armenia Together” project in Armenia, funded by the USDoL.  One of the objectives of the Project is to improve systems in the appropriate government institutions for enforcing and promoting Armenia’s labour laws and standards.  To help achieve this objective, the Health and Labour Inspection Body of the Republic of Armenia (HLIB) will be equipped with an online Electronic Case Management System (ECMS) to manage labour inspection actions.

The Project recently completed the process of mapping the procedural workflows, drawing a static wireframe, and developing the Software Requirement Specifications (SRS) for the proposed system. These documents form the foundation of the ECMS and should be studied and referenced in the preparation of a response to this request for proposals.
[bookmark: _Toc144304540]Scope of Work 
[bookmark: _Toc144304541]System requirements 
[bookmark: _Toc144304542]Technical requirements 
The system should align with the general functional and technical requirements as listed in the Software Requirement Specification, including: 
Interface language 
The web application/user interface labels will be in Armenian.
Concurrent users 
The application should be designed to handle 150 concurrent planned system users (300 total) in 5 territorial offices throughout Armenia and 1000 concurrent public users.  
Web based 
The proposed ECMS must be a web-based application.  The application should be accessible from a standard personal computer (PC), tablet, and/or cell phone device depending on the type of user and functions being used.  The user interface should be homogenous on each platform (web and mobile). The application should be designed to work with a range of browsers (e.g. Chrome, Firefox, Safari) and operating systems (e.g. Windows, Mac, Linux) to ensure maximum accessibility.
User Interface (UI), User Experience (UX)
The system should be designed with a user-friendly interface that ensures intuitive navigation through logically organized menus and controls that are easy to find. The user interface should follow a single or a limited number of user interface rules, consistently with the operating system environment in which the ECMS operates. The application should also provide easy-to-use and intuitive end user and administrator functions, as assessed by a panel of typical users. It should use clear and simple language in labels, instructions, and error messages to promote user-friendly terminology. The design and layout of the system should be consistent throughout the interface, with feedback provided to users upon completion of actions or tasks. In terms of visual design, the system should present a clean and visually appealing aesthetic that avoids clutter. Progress indicators such as bars or markers should be utilized for tasks that require time to inform users of the status of their actions. For error handling and validation, the system should implement effective mechanisms that offer clear and helpful error messages when users encounter issues. If applicable, the system should include interactive charts and data visualizations to facilitate a better understanding of complex data. The system should also implement user activity tracking and analytics to gain insights and identify opportunities for improvement.  The system should ensure responsiveness and compatibility, and function across different devices and screen sizes, utilizing responsive design frameworks and CSS media queries to adapt to various screen sizes. It should be tested on a range of devices, including laptops, desktops, tablets, and mobile phones to ensure compatibility. Furthermore, the system should work correctly across popular browsers such as Google Chrome, Mozilla Firefox, and Microsoft Edge, thereby ensuring cross-browser compatibility.
The user interface appearance and behavior should be coherent and compatible with the Web Content Accessibility Guidelines (WCAG) to be accessible to individuals with disabilities. It should employ semantic HTML to structure content and provide alternative text for non-text elements such as images. All interactive elements should be operable via keyboard navigation, enhancing accessibility. Furthermore, the user interface should be compatible with specialist software used by users with disabilities and provide the ability for users to move, resize and modify display windows, select sound and volume of audio alerts, and save modifications in a user profile. The application should offer persistent, user-definable defaults for data entry where desirable. Additionally, the system should undergo thorough testing on various browsers and screen readers to ensure it meets accessibility standards and complies with main web browsers. 
Single Sign On 
The application should work with a “Single Sign On” approach. This means that a user needs to login only once to navigate through the entire ECMS application to access the functionality associated with their user profile. Depending upon the user rights and access control, functional modules are displayed and specific data at the appropriate administrative level is provided. To ensure security, the system must have a session timeout set with auto logout after a fixed time, whereby the user will have to login again. 
User Account Management
The system should facilitate comprehensive user account management, including the creation, modification, and deletion of accounts, with secure authentication and role-based access control. User roles, administered by the system administrator, will be flexible, granting varying levels of access to processes, templates, and reports, including viewing, editing, changing, approving, or canceling actions. Users may be assigned multiple roles, with the system granting permissions based on the role with the greatest access. Access rights should dynamically adjust as case management components are modified. Role creation will be centralized, allowing uniform role assignment across different branches, with access limited to relevant data. Additionally, a user's dashboard and reporting access will be defined by their specific role, and the system will control access to records and folders based on business groupings, user roles, and individual permissions.
Reporting and Analytics 
The system should enable users to define and generate custom reports tailored to their individual needs and requirements. It should provide the capability to create these user-defined or custom reports utilizing all data that has been input or imported into the system. For administrators, the system should offer the flexibility to develop new reports or modify existing ones, allowing the use of both simple and complex formulas and functions across a broad spectrum of data manipulations. To facilitate this, report builder solutions should be integrable within the system. Furthermore, the system should incorporate role-based access control to associate custom reports with specific user roles. Administrators should be able to assign or restrict access to these custom reports according to the user's role, ensuring that individuals have access only to the reports that are relevant to their responsibilities as specified in the features requirement.
Document Management
The system should provide functionalities for users to upload, organize, and store documents related to each case, such as inspection reports, violation notices, investigation findings, and other relevant files. It should allow users with the appropriate permissions, determined by their user role, to edit electronic documents that are not marked as records, while also safeguarding the integrity of electronic documents that are declared as records to prevent editing. The system should be equipped to handle versions of electronic documents as individual yet interconnected entities, maintaining their relational links. It's crucial that each document version is accessible independently while still linked to allow users to smoothly transition between different versions for the purposes of tracking changes, comparisons, reviews, and accessing various iterations of a document. Additionally, the system should have the capacity to integrate with related software packages, including those for image processing and scanning, as well as workflow systems, to ensure seamless operation across different platforms. 

Function Editor 
The system should have a built-in editor for creating complex formulas and functions. This should include a library of predefined functions (like sum, average, count) and the ability for users to use their own custom functions. The formula and function editor can be a ready solution integrated into the System.
Cloud environment during the duration of the service contract 
The service provider will provide the cloud environment from application development until the end of the maintenance period.  At handover, the cloud environment will be migrated to the cloud or physical server to be determined.  
Cloud environment/data hosting post the service contract. 
Data hosting will be provided on the premises of the Health and Labour Inspection Body of the RA.
Hardware, operating systems, and network environments 
The system can be deployed either on dedicated server hardware meeting specific requirements or on a cloud-based solution with equivalent capabilities. The requirements for hardware, operating system, and network should be in line with the SRS document. The hardware environment should be based on client-server platforms and workstation environments, with the latest operating system environment standards. The user interface should meet industry standards like Microsoft Windows, X-Wind
Supporting Software
A database management system license and implementation are necessary for integration with the ECMS, including the SQL language version. The ECMS should be able to interface with various user applications like word processors, spreadsheets, e-mail systems, and other applications for the capture of electronic records. The system should also produce various output formats for individual or bulk exports, including PRO-required formats for permanent preservation and electronic publishing formats such as CSV, PDF, HTML 5.0, and XML. Search and retrieval and information exchange standards, including Z39.50, should be supported by the ECMS. TWAIN and/or Isis scanner interfaces and Group IV facsimile compression should also be integrated into the system. The ECMS should support the TIFF v6 image format, and if the system allows for colour images, JPEG, PNG, GIF, or other user-selectable formats should also be supported.
Scalability and Performance 
The ECMS should be designed to handle the current workload and should be scalable to accommodate future growth. The system should have sufficient processing power, storage, and network bandwidth to provide fast response times and minimize downtime.  Estimated system data requirements for up to five years should be procured from end users.
Departments should consider the extent to which the ECMS provides short response times (in line with user expectations), and can serve the range of sizes of user population for which it is intended, including:
Aadequate response times for commonly performed functions under standard conditions, including 75% of the total anticipated user population logged on and active, 100% of the anticipated total volume of documents managed by the system, and consistent performance over at least ten transaction attempts.
Simple searches should be performed within 3 seconds and complex searches within 10 seconds. 
The first page of a record accessed within the previous three months should be retrieved and displayed within 4 seconds, while the first page of a record not accessed within the previous three months should be retrieved and displayed within 20 seconds. 
The system implementation should be expandable in a controlled manner while providing effective continuity of service. 
The system should support the above without imposing undue systems/account management overheads and without any features that would preclude use in small or large organizations, with equally variable numbers of differently sized organizational units.

To ensure this, the system must include:

· Efficient Database Design: The database schema and indexing should be optimized to ensure quick access and retrieval of documents and cases. NoSQL databases for flexibility and scalability may be considered.
· Caching Mechanisms: Caching mechanisms should be implemented to store frequently accessed data in memory, reducing the need for repeated database queries. 
· Asynchronous Processing: Implement asynchronous processing for tasks that don't need to be executed in real-time. For example, document indexing, or background data processing can be done asynchronously to improve user interaction response times.
· Data Partitioning: Data partitioning or sharing to distribute data across multiple databases or storage systems should be used.
· Compression and Minification: Compress and minify data and assets, such as documents to reduce bandwidth usage and improve load times.
· Efficient Algorithms: Use efficient algorithms and data structures to optimize document searching and retrieval.
· Monitoring and Performance Tuning: Continuously monitor system performance using tools like application performance management (APM) systems. Use the data collected to fine-tune the System for optimal performance.
Maintenance 
The ECMS system should allow for organizational changes, support user movement, re-configure system parameters, provide backup and recovery facilities, monitor storage space, and ensure ongoing development and support. 
It should allow for bulk changes to record organization, folder structure, and indexing information, while ensuring metadata and audit trail data are accurately handled. This allows for organizational changes such as dividing an organizational unit into two, combining two units into one, moving/re-naming an organizational unit, or dividing a whole organization into multiple units. The system should also support the fluid movement of users between organizational units, individually or in bulk. 
It should allow for retrieval, display, and re-configuration of system parameters and implementation choices, such as indexing elements, user roles, and functions. 
It should provide backup facilities and rebuild capabilities using backup and audit trails. 
It should also offer recovery and rollback facilities in case of system failure or update errors, with notification to administrators of the results. 
It should monitor available storage space and alert administrators when necessary. 
Ongoing development and support are crucial to ensure the system can be upgraded to keep up with changes in systems and application software.
Integration with Other Systems 
The ECMS should be integrated with the Mulberry II. System (or any other system that comes to replace the existing). The integration with Mulberry should utilize APIs provided by the Government service provider, supporting the synchronization and bulk transfer of user accounts. This integration includes the ability for users to send emails between the System and Mulberry, ensuring a smooth data exchange. The System should also be integrated with Armsoft which should allow to fetch data related to HLIB’s personnel, including leave days.
The System should connect to the Tax Service’s database of economic units. Users with permissions should have real-time access to a database of economic entities registered with the Tax Service of Armenia with up-to-date information. To manage large-scale data transfers, batch processing is essential, complete with queue management to handle the data loads, parallel processing for performance optimization, and monitoring tools to track progress and resource use. The system should automatically scale resources as needed and include robust error handling and recovery protocols to maintain data integrity. Batch processing jobs should be regularly reviewed and optimized to enhance efficiency and minimize processing times.
Regulatory compliance 
The ECMS should be designed to comply with all relevant regulatory requirements, such as data protection laws, privacy laws, and institution-specific regulations. The system should have built-in controls and features that help users comply with these regulations. The System is required to comply with specific legal mandates, specifically: Decree N 1521-Ն, dated December 26, 2113, Decree N 1193-Ն, dated August 31, 2115, Decree N 1259-Ն, dated September 24, 2111, Decree N 572-Ն, dated May 25, 2117 Additionally, the cooperative agreement should the recipient full copyright ownership of any products developed, entitling them to exclusive rights. Furthermore, these copyrighted products are to be distributed under the Creative Commons 4.1 license, offering various usage, and sharing conditions through its different variants such as Attribution (CC BY) and ShareAlike (CC SA).
[bookmark: _Toc144304543]Security requirements 
Access Control and Domain Rights 
The ECMS should establish access controls including controls to identify, authenticate and permit access only to authorized individuals and controls to prevent users from providing information to unauthorized individuals who may seek to obtain this information by fraudulent means. Access control protocols for users will be based on the following functions:
User Password Policies: Define password complexity requirements, expiration policies, and password storage best practices to ensure that user passwords are strong and secure. Account lockout policies should guard against brute force and unauthorized access attempts.
Two-Factor Authentication (2FA): Enable 2FA for all users to add an extra layer of security. Offer multiple 2FA options such as email-based, SMS-based, or security token generator applications like Google Authenticator or Authy. Users should be able to choose their preferred method.
In addition, the software shall include Single Sign On (SSO) capability - this is an authentication process that allows organizations to manage login credentials for multiple applications in a singular location using an Identity Provider (IDP). 
The ECMS must support control of access to electronic records and electronic folders.
The ECMS must support a minimum protective marking scheme, which allocates security categories to records, folders and users as a means of controlling access; and should support a more extensive protective marking scheme.
The ECMS must support control of access to electronic records and electronic folders by business or organisational grouping, lists of named users, or individual owner.
The ECMS must support the allocation of users to one or more user roles, which determine allowable user access to system functions and facilities available in the ECMS.
Encryption 
The ECMS should provide encryption of electronic information, including while it is in transit or in storage on networks or systems to which unauthorized individuals may have access. The ECMS must be able to retain the information that an electronic signature has been verified as authentic, as a metadata element bound to the electronic record with which the signature is associated.
The ECMS must be able to retain and preserve as metadata, details about the process of verification for a digital signature, including the Certification Authority with which the signature has been validated and any checks made against a certification revocation list or similar status verification agency.
Where an electronic record has been sent or received in encrypted form by a software application which interfaces with the ECMS, the ECMS must be capable of restricting access to that record to users listed as holding the relevant decryption key, in addition to any other access control marking allocated to that record.
Where an electronic record has been transmitted in encrypted form by a software application which interfaces with the ECMS, the ECMS must be able to keep as metadata with that record the fact of encrypted transmission, the type of algorithm, and the level of encryption used.
Network Security
System should use SSL encryption based on https protocol. Public-key encryption methods are used as part of SSL encryption and are expected to be part of the ECMS.
Intrusion Detection Systems, Backup and Continuity Plans 
Monitoring systems and procedures should be suggested by the service provider to detect actual and attempted attacks on or intrusions into ECMS. Measures should be in place to protect against destruction, loss, or damage of beneficiary information due to potential environmental hazards, such as fire and water damage or technological failure. The system should have built in data archiving facility to perform automatic data backup provision and archive all historical data based on the scheduled time/date. The system should have clear data retention and deletion policies to comply with data protection regulations. Backup facilities are essential for creating and storing data copies and configurations, providing a fallback in case of loss or corruption. Recovery facilities must enable system restoration to a functional state after a failure, while rollback facilities should allow reverting to previous states or data versions.
Data Protection and Privacy
International best practices to maintain the data protection and privacy in the ECMS is strongly proposed. Any sensitive issues or concerns should be raised as soon as they are identified.
Audit Trail
The system must maintain a record of all activities and changes to management information. An audit trail for all related operations should be in place, allowing for review and monitoring, ensuring the system can rebuild from backups in case of failure or data loss.  This will include trail of all actions executed, which identifies the user and associated details, the data being changed, and the time of the action.  The audit trail must be retrievable and exportable in various formats, including PDF, Excel, and CSV.
[bookmark: _Toc144304544]Other requirements 
Data Migration
Data migration from existing legacy Microsoft Excel or Access will only be facilitated by the service provider if provided in a uniform and homogenized manner.  Errors in data migration due to unclean or non-uniform data is not the responsibility of the service provider.   
Cloud computing services 
The service provider will provide cloud computing services throughout the duration of the contract, including during the warranty period.  Upon completion of the warranty period, cloud computing services or physical servers to ensure functionality of the system, will be the responsibility of the HLIB.  
Case Management and Workflows

The system should seamlessly integrate various workflows and functionalities, as detailed in the SRS, to support case management for the Health and Labor Inspection Body (HLIB). 
Administration of Case Management Workflows
The system should enable administrators to customize workflows and change them as needed, with the capability to define and order processes and sub-processes. Decision trees should guide users through case management, with options to trigger specific actions at any point. The system must also support timeline setting for activities and assignment of responsibilities to ensure accountability and efficient case progression.
Initiating a Case
The system should support case initiation by HLIB based on conditions such as an annual inspection plan, a received complaint, or a directive from the Prime Minister's office. It must integrate with applications for creating annual inspection plans and permit manual data uploads for economic units in XLS, XLSX, or CSV formats. Additionally, it should allow for at least an annual update of the inspection plan by an authorized person. For economic units, the system requires either API integration with the Tax Service Authorities' database or the ability to upload the database in XLS or CSV format. Integration with the economic unit database within the State register is also necessary, along with the capacity to pull company and director details from the State register and staff numbers from the Tax Service's database. When initiating a case, the system should facilitate selecting economic units for inspection based on the Tax Identification Number or company name.
Complaints and Orders
The system should be capable of generating a complaint document from an email received via the Mulberry system by adding details for the complaint. Documents related to the complaint should also be unloadable within the system, which should trigger inspections, administrative proceedings, or examinations in response to complaints or orders from the Prime Minister's office as outlined in the relevant process maps. The system should facilitate the transfer of directories, files, documents, and emails between itself and the Mulberry application without duplicating existing directories. The system should allow for completion of missing information to form a compliant document. The system should offer functionalities to filter and sort complaints based on various data points thereby enhancing the organization and efficiency of handling complaints.
Case Management
The system shall facilitate new case creation, adhering to predefined process workflows by incorporating case number, description, location, involved specialist, and implementation deadline. It will categorize cases by status, type, and time to implementation and display a history log and current status of documents sent to the Mulberry system, including timestamps, approval/rejection sequences, and deadlines. The system will also track case progress and history in a Gantt chart format, allowing for comprehensive workflow management across different case types and enabling the monitoring of inspection statuses from start to finish. Access to documents and templates will be role-based, and the system will offer reporting and visualization capabilities on user dashboards, with compatibility for tools like Tableau or Power BI. Furthermore, it will support the generation of documents from standard templates in Word, Excel, or PDF formats for case management purposes.
Template Management
The system should include a template management module for administrators or authorized users to create, modify, and organize HLIB templates listed in the SRS. These templates should be easily configurable, allowing for dynamic placeholders such as name, date, and case number. The system should enable attachment of templates to specific processes, tasks, or sub-tasks within the workflow, ensuring flexibility across various stages. With case management integration, templates should be linked to cases with forms designed for easy user data entry and dynamic form builders adaptable to various templates. Data validation is essential to verify the accuracy of information, enforcing format compliance and mandatory field completion. Upon form completion, the system should generate documents in PDF or Word format using a document generation engine. User access controls are to be implemented for template configuration authorization, and the system should use these templates in case management workflows. All generated documents should be securely stored and associated with their respective cases, with each document or user upload displaying creation date, status, and approval/rejection dates. The system should offer functionality for downloading documents, maintaining version control of templates, and keeping a detailed audit trail for accountability and compliance.

[bookmark: _Toc144304549]Written Documentation
The service provider will develop and handover full system documentation.  These documents must be current at the time of the handoff and cover the final version of the system implemented.

Required technical documents include: 
1. An online help system shall be integrated into the System to provide context-sensitive assistance. Users can access relevant information by clicking on help icons or using a dedicated help menu.
2. Design documents that outline the design and architecture of the electronic case management system, including its various modules, features, and functionality. These documents may include flowcharts, diagrams, and other technical specifications that describe how the system works. 
3. System database schema that refers to the underlying structure of the electronic case management system's database, which stores all of the data associated with the system. This schema defines the various tables, fields, and relationships within the database and serves as a blueprint for the development and maintenance of the system's data storage. The Systems Manual is for use by those responsible for on-going maintenance of the system.
4. Application interface requirements that contain the specifications and guidelines for the graphical user interface (GUI) of the electronic case management system. This includes the layout, appearance, and functionality of the various screens, forms, and menus within the system, as well as any other user-facing components.
5. Technical support/Operations Manual. The Operations Manual contains information required for the production control group to run batch portions of the system, if any. The Operations Manual must be reviewed by the manager of the production control group. (The production control group is the group within the administrative computing department that is responsible for running batch portions of production systems.) This would include:
Overview of the system architecture: Provide a high-level overview of the system's hardware and software components. 
Installation and setup instructions: Provide step-by-step instructions for installing and setting up the system. 
System configuration: Provide information on how to configure the system, including setting up user accounts, roles, and permissions. 
Troubleshooting: Provide guidance on how to troubleshoot common issues that may arise with the system, including error messages and connectivity problems. 
Maintenance and updates: Provide information on how to maintain and update the system, including regular backups and system updates. 
Security considerations: Provide guidance on how to secure the system and protect against data breaches. 
6. User Documentation: The User Documentation contains instructions for the functional office(s) on how to use the system, and may be combined, if appropriate, with the functional office’s internal procedures manuals. The User documentation is completed by the functional office(s) or the administrative computing department, or some combination of staff from these departments, and may consist of online help or a hardcopy manual, or a combination of the two. This includes:
Overview of the system: Provide an introduction to the system, including its purpose and key features. 
User account setup and login instructions: Provide step-by-step instructions on how to set up a user account and login to the system. 
User interface: Provide an overview of the system's user interface, including navigation, menus, and icons. 
Modules and features: Provide detailed instructions on how to use each of the system's modules and features.
Frequently asked questions: Provide answers to common questions that users may have about the system.
Glossary of terms: Provide definitions for technical terms, jargon or industry-specific terminology used in the system. 

[bookmark: _Toc144304550]Change management
The adoption of new technology requires effort and planning across change management tasks, capacity development and training to ensure a successful outcome. With any new software solution, staff may resist change to their current practice and process, citing the complexities of learning new technology and the perception of an additional workload. An Institutional Readiness Plan should be developed from the early conception phase. To ensure successful implementation, a well-planned change management strategy is essential, which should include the following key components: 
[bookmark: _Toc144304551]Communication and Training Plan
A robust training plan is crucial to ensure that all users are equipped with the knowledge and skills required to use the system effectively. This plan should include a needs assessment to identify the training requirements, the development of training materials and modules, the delivery of training, and the assessment of training effectiveness. 
[bookmark: _Toc77070836][bookmark: _Toc77088793]Training of IT administrators: The service provider will develop a comprehensive training plan for the IT administrators that will inherit the maintenance and improvement of the system.  The service provider will develop training materials (PowerPoint and handouts) and conduct hands on training of no less than 24 hours using the actual or dummy environment of the application.  The training will include sessions on how the system is setup and configured to manage current and future functionality and existing design and development assets available for the application, including the operational handover and support information.
Training of end users: The service provider will develop a comprehensive training plan for end users (inspectors, managers, administrative professionals).  The service provider will develop training materials (PowerPoint and handouts) and conduct hands on training of no less than 24 hours using the actual or dummy environment of the application.  The training provided must include a combination of classroom and on-the-job training. The training will include sessions on the features of the system and the functions that each role will use in their day-to-day work.  The training schedule must correspond to the system implementation and rollout schedule. The service provider must also take into consideration that not all staff from a given location can be released for training at the same time. Therefore, classroom training must be organized in such a way to ensure sufficient coverage in each location prior to go-live. 
A clear and comprehensive communication plan is necessary to inform all users about the benefits of the system, its implementation timeline, and the changes in workflows and procedures that may result from its adoption. This plan should outline the key messages, communication channels, and frequency of communication. 
[bookmark: _Toc144304552]Adjustment & Maintenance Strategy
A plan for adjustment and maintenance is necessary to ensure the system's ongoing functionality and relevance. A monitoring strategy should be put in place to track the implementation progress, identify any issues or challenges that arise, and measure the impact of the system on labour inspection activities. This strategy should include regular reviews, audits, and evaluations, as well as the use of performance indicators to measure the system's effectiveness. This plan should include regular updates to the system, the incorporation of user feedback, and the identification of opportunities for improvement. It should also include procedures for troubleshooting and resolving technical issues that may arise.
[bookmark: _Toc144304553]Testing
[bookmark: _Toc144304556]The primary objectives of testing for the System are as follows:

· To verify that the System meets the functional and non-functional requirements outlined in this SRS document.
· To validate that the System performs reliably and efficiently under various scenarios and workloads.
· To identify and rectify any defects, bugs, or issues that may arise during testing.

Testing Scope

· Functional Testing: This should include testing individual software functions, their interactions, and their compliance with specified requirements.
· Performance Testing: This should include evaluating the software's speed, responsiveness, and resource utilization under various conditions.
· Security Testing: This should include actions to identify and address potential security vulnerabilities and threats to the software.
· Usability Testing: This should ensure that the software is user-friendly and meets the needs of its intended users.
· Compatibility Testing: This should include verification that the software is compatible with specified hardware, operating systems, and third-party software.
· Load Testing: Define the specific load testing scenarios and requirements to evaluate how the system performs under expected levels of user activity and potential traffic spikes.
· Stress Testing: Include stress testing to assess the system's resilience and determine its breaking point under extreme conditions, helping identify potential vulnerabilities.
· Scalability Testing: If applicable, conduct scalability testing to ensure the system can handle increased workloads and data volume as the user base grows.
· Cross-Platform Testing: If the system supports multiple platforms (e.g., web, mobile, desktop), specify testing requirements for each platform to ensure consistent functionality and user experience.
· Integration Testing: This focuses on verifying the interactions between different internal components of a software system and with external systems, which ensures they work together as expected and that data flow between them is functioning correctly in every possible case.
Pilot deployment 
[bookmark: _Toc144304557]Phase 1 
Phase 1 of the pilot deployment should include identifying a small group of users from the HLIB. These users should be trained on how to use the system and given access to a test environment where they can explore its features and provide feedback on its functionality. The pilot should focus on a limited scope of the system's features and processes, to ensure that it can be effectively tested and evaluated. As the pilot progresses, the feedback from users should be used to refine the system and make improvements to its design and functionality. The success of the pilot will be measured based on how well the system meets the needs of users and improves the efficiency and effectiveness of the targeted processes. Once the pilot is complete, the lessons learned should be documented and used to inform the full-scale deployment of the system.
[bookmark: _Toc144304558]Phase 2 
Phase 2 of the pilot deployment should include identifying HQ for deployment. The users should be trained on how to use the system and given access to the real environment where they can explore its features and provide feedback on its functionality. This phase of the pilot should include all the system's features and processes, to ensure that it can be effectively tested and evaluated. As the pilot progresses, the feedback from users should be used to refine the system and make improvements to its design and functionality. The success of the pilot will be measured based on how well the system meets the needs of users and improves the efficiency and effectiveness of the targeted processes. Once the pilot is complete, the lessons learned should be documented and used to inform the full-scale deployment of the system.
[bookmark: _Toc144304559]Bug fixes 
During Phase 2 of the pilot, refinements to the system should be made through a structured process that involves identifying, documenting, and prioritizing issues, and then addressing them in a timely and effective manner. The process typically includes the following steps: 
Issue identification: The first step is to identify the issues or bugs that need to be fixed or refined. This can be done through user feedback, system monitoring, or other means. 
Issue documentation: Once an issue is identified, it should be documented in a bug tracking system or issue tracker. This includes detailed information about the issue, including steps to reproduce it, severity, priority, and any relevant screenshots or logs. 
Issue prioritization: The next step is to prioritize the issues based on their severity and impact on users. This helps ensure that the most critical issues are addressed first. 
Issue resolution: After issues are prioritized, the development team can begin working on resolving them. This involves analyzing the root cause of the issue, developing a fix or solution, and testing it thoroughly to ensure it resolves the issue without introducing new problems. 
Testing and quality assurance: Once the fix or solution is developed, it should be tested thoroughly to ensure that it works as expected and does not introduce new issues. This includes unit testing, integration testing, and user acceptance testing. 
[bookmark: _Toc144304560]Final Deployment
The final deployment to the territorial centers of an ECMS should entail a thorough testing and quality assurance process to ensure that the system is fully functional and meets all the necessary requirements. The deployment should include the migration of all necessary data and documents from the existing systems to the new ECMS (if data is available in a uniform and homogenized form). All associated user trainings, manuals, and documentation should be disseminated at this point.
[bookmark: _Toc144304561]Post deployment service/warranty/maintenance 
This will include activities and services provided by the service provider after the system has been deployed and is in use. These services are meant to ensure that the system continues to operate effectively and efficiently and that any issues that may arise are addressed promptly. For the duration of the project, this includes: 
Bug fixes and software updates: The service provider will provide regular updates to the system to ensure that any bugs or issues that may arise are addressed promptly and that the system remains up-to-date with the latest technology and security features. 
Technical support: The service provider will provide technical support to the client, either remotely or on-site, to troubleshoot any issues that may arise and provide guidance on how to use the system effectively.
Training: Depending on the institutional readiness plan, the service provider may provide additional training to users to ensure that they are using the system correctly and efficiently. 
Maintenance: The service provider will perform routine maintenance on the system, such as database backups, to ensure that it remains secure and operating effectively. 
Warranty: The service provider should offer a warranty period during which any defects or issues with the system will be addressed free of charge. 



[bookmark: _Toc144304562]Deliverables
Payments will be processed upon completion of each deliverable as expressed below. 
All deliverables shall be submitted to the PILRAT project coordinator (sargsyann@ilo.org) per the schedule.   
To ensure that the ECMS is responsive to the needs of the HLIB, the ECMS development team will operate in close coordination with the established ECMS Task Force and the ILO. 

	Deliverable
	Timeframe
	Cost

	Deliverable 1: Inception Report and change management strategy
The inception report is a document outlining the work plan with proposed timeframes and processes to deliver according to the system requirements described in the scope of work.  The document must onboard comments from inception meetings with ILO staff and the ECMS task teams and demonstrate review of the technical documents (workflows, wireframe, SRS, and others).  
The change management strategy is a document outlining how change will be managed during the development and deployment of the system and include a communication and training plan and an adjustment and maintenance strategy as outlined in the scope of work.   
	4 weeks
	10% of contract amount

	Deliverable 2: Development of the ECMS Modules
Develop and validate the modules outlined in the scope of work. 
Validation sessions should be conducted with ILO staff and the ECMS task team after the development of each individual module and changes onboarded prior to the handover for payment under this deliverable.  
Development includes the setup of the infrastructure and application environments and code configuration; building the core ECMS application including database, unique identifier setup, security, language, and bootstrap customization of base forms/tables; development iterations (customization, review, and further modifications/configurations) of modules and associated functionality.
	18 weeks
	30% of contract amount

	Deliverable 3: Pilot deployment and bug fixes 
Upon acceptance of the modules, the application must be pilot tested in two phases as described in the scope of work.  Changes must be onboarded, and glitches and bugs must be fixed before payment under this deliverable. 
This includes Quality Assurance, including System Testing, Field Testing, and User Acceptance Testing.

	6 weeks 
	10% of contract amount

	Deliverable 4: User Documentation 
This includes Key Technical and User Documentation as required based on the updated technical design.
	2 weeks
	10% of contract amount

	Deliverable 5: Final Deployment
This includes the development of the final iteration based on feedback, and preparation of operational readiness and deployment in the remaining four offices.  
	5 weeks
	20% of contract amount

	Deliverable 5: Warranty Period
	24 weeks
	20% of contract amount



[bookmark: _Toc144304563]Required Qualifications

· At least 7 years’ relevant experience in design, development and deployment of Management Information Systems for government programs and systems, preferably in Armenia;
· Strong analytical skills to extensively analyze case management and workflows. 
· A team comprising Team Leader/Project Manager, Senior Full-Stack Software Developer, Software Developer, Systems Analyst/Quality Assurance Analyst and a Database Administrator with demonstrable experience in management information system deployment;
· Excellent communication and facilitation skills, including in multi-cultural settings.
· Command of Armenian and English.   
· Understanding of government structure and inter- government relations. 

[bookmark: _Toc144304564]Request for Proposals
[bookmark: _Toc144304565]Technical proposal 
The Technical Proposal will be submitted in electronic (PDF) format. The Technical Proposal should include but not be limited to the following:
a) Request for Proposals for Services Form (provided above).
b) Presentation of the Bidding Institution, including:
· Name of the institution;
· Date and country of registration/incorporation; 
· Summary of corporate structure and business areas;
· Corporate directions and experience;
· Location of offices or agents relevant to this proposal;
· Number and type of employees;
c) Relevant References of the proposer (past and on-going assignments) in the past five-seven years. ILO may contact references persons for feedback on services provided by the proposers.
d) Samples or Links to Samples of Previous Relevant Work listed as reference of the proposer (at least three), on which the proposed key personnel directly and actively contributed or developed the Management Information systems. Actual work examples for key services and solutions are appreciated.
e) System Development and Operationalization Methodology and Approach. There is no minimum or maximum length. 
f) Work Plan, which will include as a minimum requirement the following: 
· General work plan based on the one proposed in the TOR, SRS with comments and proposed adjustments, if any; and
· Detailed timetable by activity (it must be consistent with the general work plan and the Financial Proposal).
g) ECMS project development Team: 
· Summary presentation of proposed experts;
· Proposed expert/days for  each position  (it must be consistent with the Financial Proposal); and
· CV of each expert proposed to carry out the MIS development and operationalization 
[bookmark: _Toc144304566]Financial proposal 
The Financial Proposal should include but not be limited to the following:
a) Remuneration: Daily rate multiplied by number of days of the experts involved in this assignment.
b) Any Other Costs (if any): Indicate nature and breakdown. 

Proposal Submission
Interested applicants are invited to submit their proposals, including both technical and financial components, via email to harutyunyana@ilo.org . Proposals must be received no later than September 12, 2024, and should reference “Developing an Electronic Case Management System” in the subject line.

Further details on the assignment, including the SRS, wireframe, and approved workflow mapping, can be provided upon request. Please send your inquiries to the aforementioned email address.
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